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Crowdsourced Security with Background  
& Identity Checks

Work with only the world’s best and most thoroughly vetted hackers.

Since 2016, HackerOne Clear has enabled organizations with highly restrictive 
control requirements—such as the U.S. Department of Defense—to confidently 
bring crowdsourced security researchers into their security programs. 

Whether you’re seeking to protect sensitive national security data, 
conform to regulatory requirements for health data, or simply satisfy 
a wary legal department, HackerOne Clear enables your teams to 
collaborate with ethical hackers while maintaining compliance and 
addressing your business needs.

To qualify for Clear, researchers must: 

 •  Undergo background checks and ID verification

 •  Validate their skills via real-world performance in HackerOne programs, 

and maintain a threshold reputation score on the HackerOne platform

About Clear Researchers

Before they’re offered the chance to join HackerOne Clear, hackers prove their skills 

and professionalism on our platform. On average, our Clear hackers have been active 

on the platform 25+ months, and submit 24x more high and critical reports and 205x 

more valid high and critical reports than non-Clear hackers.

For organizations that require rigorous  
researcher verification

HackerOne Clear

Key Benefits

Confidence with control 
Choose top-tier, high-performing 
hackers for your program, boosting 
your confidence and ensuring 
productive partnerships with  
unfamiliar hackers.

Compliance simplified 
Meet compliance regulations by 
selecting hackers who have pre-
verified their identity and location.

Regulatory adherence
Easily comply with partnership and 
location regulations by choosing 
hackers who have cleared a 
background check before  
program admission.

Adaptability for your  
use case
Whether you’re meeting conservative 
compliance mandates or seeking 
top performers, Clear lets you select 
the right verification level for each 
engagement. Choose your desired 
level of ID verification and vetting, 
citizenship, residency, age, and hacker 
performance level (ranging from all 
hackers to the elite) to align with  
your needs.
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Clear Application Process & Onboarding

Clear researchers go beyond background checks, with real-world skill 
validation based on their performance in HackerOne programs.

Researchers must meet all of the following requirements  
to participate in Clear: 

 •  Lifetime minimum signal of 44

 •  Lifetime minimum impact score of 15

 • Lifetime minimum bounty of $15,000

 
Once candidates for your program have been identified,  
they begin a process consisting of the following steps:

HackerOne Clear Rules of Engagement
Completed by all ID Verified and Clear researchers

Candidates must execute a copy of the HackerOne Clear Rules of 
Engagement. This is an addendum to the standard Finder Terms  
and Conditions and Platform Code of Conduct.

ID verification and background checks
Completed by all ID Verified and Clear researchers

We partner with trusted third-party vendors to conduct ID verification 
using advanced machine learning techniques to instantly spot fraud. 
Regardless of a researcher’s location, we perform Identification 
Document verification and consult the Office of Foreign Assets  
Control (OFAC).

Once a researcher is ID Verified, they are marked as such in the 
HackerOne platform and are eligible to participate in ID Verified programs.

Head of Global Security and 
Compliance, AppDirect 

“The unique ability to invite 
background-checked 
researchers to our bug 
bounty program through 
HackerOne Clear helped 
build trust and confidence 
across our security and 
DevOps teams, which is 
vital at AppDirect. The level 
of control given to us with 
HackerOne Clear aided 
buy-in from executives 
and colleagues without 
sacrificing results.”

Step 1

Step 2



HackerOne is the global leader in human-
powered security. Our Attack Resistance Platform 

combines creative human intelligence with the 
latest artificial intelligence to help organizations 

transform with confidence. 

Contact us today 

Background checks
Completed by all Clear researchers

We partner with trusted third-party vendors to conduct background 
checks. Again regardless of a researcher’s location, we conduct the 
maximum criminal background check allowed by law. Researchers from 
countries where it is illegal to perform criminal background checks are 
barred from HackerOne Clear programs. We perform the following:

Step 3

Citizenship & residency checks
Optional; available to all ID Verified & Clear researchers

We partner with a trusted third-party vendor to conduct citizenship  
and residency checks using advanced machine learning techniques  
to instantly spot fraud.

Step 4

Globally Trusted

Reduce business risk  
with highly skilled  
security experts
The HackerOne Clear community 
includes researchers who have specific 
niche skill sets: AI, IoT, hardware, 
embedded devices, industrial control 
systems (ICS), automotive, and more.

For US-based researchers

 Social Security number verification

 Felony and misdemeanor  
(past 7 years) checks

 National/federal criminal records check

Sex offender records check 

OFAC check

For non-US-based researchers

 Felony and misdemeanor  
(past 7 years) checks

Criminal certificate validation

International criminal search:  
Local & national

Expanded global sanction

https://www.hackerone.com/contact

