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Appgate SDP: Driving Value Through ZTNA

Nemertes’ Real Economic Value study independently evaluated the business and
operational impact of Appgate SDP, a Zero Trust Network Access (ZTNA) solution. Through
detailed interviews with technology professionals who use the product to provide granular,
dynamic, secure access to organization resources, Nemertes has quantified the real-world
benefits and improvements Appgate SDP brings to these organizations.
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1. Executive Summary

This research study was based on interviews with technology leaders at medium to large U.S. and
multinational organizations from a broad range of industries. The interviews focused on understanding
and detailing their use cases for Appgate SDP, a Zero Trust Network Access (ZTNA) solution, and on
guantifying its operational and strategic benefits to the organization.

Overall, we found that Appgate SDP helped these organizations deal effectively with a rapidly evolving,
complex, and sophisticated array of cybersecurity threats and requirements, in four important ways:

1. Appgate SDP made organizational security better: using it reduced the number of security
incidents and exposure to threats while also providing fine-grain control of access privileges to
systems and automatic enforcement of least-privilege Zero Trust access principles.

2. Appgate SDP made better security easier: specifically, it made more precise privileges easy to
assign, and made it easier to manage changes to privilege assignments over time.

3. Appgate SDP made better, easier security faster: cybersecurity and operations teams could both
set up account privileges and make needed changes faster than before, and were able to automate
more account and privilege management operations.

4. Notably, and importantly for beleaguered IT teams, Appgate SDP made better, easier, faster
security simpler: it reduced the number of access management tools needed—while providing a
higher level of security—and also reduced the amount of hands-on staff time needed to manage
access.

Key Operational Impacts

All participants reported measurable improvements in at least one important operational metric, ranging
from the number of cybersecurity incidents to time spent modifying cloud users’ access rights. We also
saw that Appgate SDP was instrumental in advancing Zero Trust initiatives.

e 83% saw significant reduction in security incidents after deploying Appgate SDP

* 62% average reduction in the time to properly provision access rights on new accounts
o 87% average reduction in time to modify access privileges for an account

* 32% average reduction in the staff hours needed to manage remote access

e 55% average reduction in the number of tools used to manage on-premises access (among those
not already down to 1)

e 85% of servers (on average) in organizations’ Zero Trust environments protected by Appgate SDP

© Nemertes 2023 . DN10842




#Nemertes R

2. About the Study

For this research, Nemertes interviewed technology leaders at U.S. and multinational organizations during
a four-month period, October 2022 — January 2023. Nemertes analysts interviewed all participants—there
was no use of online surveys or phone-bank interviewers. As needed, interviews were followed up via
email to confirm our understandings or gather additional data.

All participants used Appgate SDP in their production environments at the time of the interviews.

The participating organizations were mid-sized to large, with an average employee count of 50,000 and
annual revenues (or operating budgets, for non-profits) of $31 billion. Participants came from verticals
including retail, manufacturing, financial services, software, professional services, and the federal
government.

Participant organizations also tended toward the strategically minded when it comes to technology
adoption. (Please see Figure 1.) The majority of the organizations (67%) consistently look at IT as a
strategic investment, something they engage to be competitive with their peers. Another 11% go further
and look to technology investments to give them a sustained competitive advantage. The remaining 22%
are more moderate, seeing only a few specific technology investments as strategic. None identified as
technologically conservative, seeing IT strictly as a “cost of doing business” and not strategic.

Participants by IT Culture

Consgrvative

Bleeding Edge

Moderate
22%

Aggressive
67%

Figure 1: Participants by IT Culture
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3. Adoption: Drivers and Use Cases

Appgate SDP controls network access to organizational resources; a person or system not explicitly
authorized to use a resource will not be able to see or reach that resource on the network.

Around that fundamental function, organizations deploy Appgate SDP to meet the needs of specific use
cases. We say “specific use cases” and not “a specific use case” because every participant had multiple
use cases in mind when acquiring and deploying it. (Please see Figure 2.). Bringing in one tool for multiple
purposes helped participants simplify cybersecurity operations and toolsets.

All Have Multiple Use Cases for Appgate SDP

6 or more use cases [ 67%

2to5usecases [ 339

Single use case 0%

Figure 2: Appgate SDP for Multiple Use Cases

3.1 Use Cases

Given Appgate SDP’s core functionality, it is no surprise that half of the use cases participants cited
revolve around managing resource access for different sets of users. (Please see Figure 3.) It is also no
surprise, given the recent pandemic, that every participant named the problem of managing access for
remote employees as a reason they brought Appgate SDP on board. Nearly as many, 89%, were also
focused on managing access for cloud users. “We’re in the process of shutting down our last data center,”
said the Principal Enterprise Architect at a midsize software and IT services company, “and Appgate is in
front of laaS and SaaS both. [It] made moving to laaS easy by providing a seamless access layer for users,
and to modularly add new cloud platforms under the hood, transparently.”

Looking for leverage on a perennially difficult problem, 78% deployed Appgate SDP to get, or improve, the
ability to manage access for third-party users, such as contractors and partners. “[Our] existing remote
access solutions did not allow third-party contractors to get access to our assets,” said the Cloud Solution
Architect at a large professional services company.

© Nemertes 2023 DN10842




#Nemertes R

The same portion, 78%, were focused on managing access for on-premises employees. “We plan to
evolve this as a full ZTNA product, understanding that ZTNA is a journey,” said the Director of Enterprise
Infrastructure at a large manufacturer.

Use Cases Driving Appgate SDP Adoption

To manage access for remote employees [ 100%
To manage access across multiple cloud platforms [ e g9%
To manage access for third parties [ 78%
To manage access for on-premises employees [ 78%
To facilitate move to cloud [ 56%
To securely transition traffic off MPLS onto Internet [T 33%

Eliminate SD-WAN [ 22%

Toreplace a NACproduct [N 11%

Figure 3: Appgate SDP Use Cases

This set of use cases represents an adoption arc most organizations using Appgate SDP had followed
or were in the process of following: most began with remote user management, often driven by
dissatisfaction with legacy VPNs, then proceeded to other ZTNA use cases.

Beyond the baseline problems centered on managing user access to resources, organizations have
adopted Appgate SDP to serve broader strategic goals in IT and cybersecurity. Over half (56%) adopted

it in part to advance their broader strategy of moving more resources to the cloud, allowing them to
maintain extremely tight access controls without any change in how users get to resources and simplifying
how administrators manage access.

Less commonly but very significantly, participants brought Appgate SDP in to help them transition off
older network and security technologies.
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e Athird brought Appgate SDP in part to help them ease MPLS out the door: they no longer needed
an MPLS WAN with all its associated expense if they could use ZTNA to easily and transparently
secure all communications among users and systems over the Internet. Given they were rolling
Appgate SDP out anyway, they saw no need to continue paying for both.

e Another 22%, having already transitioned to SD-WAN, were similarly using ZTNA to eliminate the
need for their SD-WAN solution so they could retire it.

e Lastly, 11% targeted network access control (NAC) replacement. This is a surprisingly small
percentage, given NAC systems reputation as difficult to fully deploy; but on the other hand, that
same difficulty may mean that not as many of these organizations had an active NAC system to
replace.

3.2 Why Deploy Appgate SDP?

ZTNA is a hot topic, thanks to the remote work, cloud migrations, the rapidly expanding universe of
cyberthreats, and the ongoing Zero Trust security directives from the U.S. government. There are plenty
of other ZTNA solutions to choose from. These organizations selected Appgate SDP chiefly because they
saw that it is a comprehensive ZTNA solution, addressing all forms of resource access across a network,
not just remote user access or cloud access. At the same time, they saw how it could make flexible access
management easier and more consistent across environments:

“Most products focused on web only, Appgate was network-centric, which we were very
interested in,” said the Principal Architect at a large IT services company

e “Executive Order 14028 on improving the nation’s cybersecurity...outlined in this is the adoption
of Zero Trust Architectures. [Appgate serves as] a micro segmentation device—not a lot of
true competitors in this space,” said the Product Manager, Cloud Native Access Point at a large
federal organization. “We were trending this way prior to the EO. | like the combination of micro
segmentation and device compliance.”

e  “Our security providers started talking up ZT, and Appgate looked like a great way to get in
that direction. Easy to do things location-specific, unlike with VPNs,” said the Director of IT at a
professional services company

e “One of the leading ways of providing least privileged access through software mechanisms,” said
the Associate Director of Security Operations at a large retailer

e “We are a collection of companies, a lot of networks, and we are looking for a single solution to
manage access and create a Zero Trust environment,” said the Vice President of Major Programs
and Networking at a large IT services company
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4. Key Benefits: Reduced Security Counts and Attack Surface

Zero Trust principles dictate that no communications with protected resources be allowed without an
explicit policy in place allowing them. One of the key corollaries of this requirement in a full Zero Trust
environment is that by default, protected
resources are invisible to anything else on
the netg\llork. Ahprotectedkrescl)u rce :ecomes “Many of our legacy internal systems are
i n the network only to t r . G
accessible on the NEtwork onty 1o those users unpatched and contain vulnerabilities
and systems explicitly granted permission to pe . ) .
that are difficult/impossible to remediate.

access it at the moment access is attempted, i .
and only via the prescribed means of access, and Rl K2 (L X R R { TAF Lo la T T

only after being authenticated on each attempt to ONLY those with legitimate needs

to connect. For any user or system not granted significantly reduced our attack surface.”
that permission when access is attempted, the Associate Director for Security Operation
resource remains invisible. Large Retailer

This is a radical change from a typical data center

or laaS environment, in which a system is by default visible to its neighbors and to any external system

able to see through a perimeter firewall. That visibility to neighbors in the environment is what makes

lateral attacks such a dire threat: once a foothold is gained inside the environment, all the other systems

there can be probed and attacked freely. Appgate SDP blocks unauthorized lateral access to protected
resources. “Many of our legacy internal systems are unpatched and
contain vulnerabilities that are difficult/impossible to remediate.
Limiting exposure to these machines to ONLY those with legitimate
needs significantly reduced our attack surface,” said the Associate
Director for Security Operations at a large retailer.

Combining that kind of reduction in the attack surface with the host

of VPN- and access-related security problems obviated by rolling out

Appgate SDP, no surprise that 83% of participants saw significant

reductions in the number of security incidents their cybersecurity
teams had to respond to. “It certainly drastically reduces the security threat landscape/profile,” says the
Director of Enterprise Infrastructure at a large manufacturer.

Furthermore, thanks to its extensive logging and the deeper visibility into access attempts provided by
Appgate SDP, “[w]e definitely have more granular insight [into incidents] now,” said the Principal Architect
at a large IT services company.
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5. Key Benefits: Getting User Provisioning Right

We saw that Appgate SDP consistently delivered major improvements across all use cases centered on
provisioning the right access privileges to protected resources. This included both setting up initial access
rights at account creation, and the ongoing task of updating privileges as users change positions or roles,
or their needs change, or systems change.

With Appgate SDP, organizations saw nearly two-thirds reduction in the time needed to provision user
access initially, and nearly 90% reduction in the time needed to modify access privileges. (Please see
Figure 4 and Figure 5.)

That is, they saw days or weeks of time shrink to hours or even minutes.

Overall Reduction in Time to Provision a User

Figure 4: Average Reduction in Time to Provision Access for New Accounts

Overall Reduction in Time to Modify a User's Privileges

Figure 5: Average Reduction in Time to Modify Access

The improvements were more dramatic in some use cases than in others. (Please see Figure 6 and
Figure 7.) On the provisioning side, time savings ranged from just under a third to more than 70%. It
was management of third-party access that saw the greatest improvements (71% reduction in time, on
average), followed closely by setting up correct access for cloud users.
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Reductions in Initial User Privilege Provisioning Times

Third-Party users 71%

Cloud users

)
N
X

On-premises
users

32%

Remote users 32%

Figure 6: Average Improvements in Initial User Privilege Provisioning Time by Use Case

Reductions in User Privilege Modification Times

99%

Cloud users

Third-Party users 67%

On-premises
users

66%

Remote users 60%

Figure 7: Average Improvements in Privilege Modification Time by Use Case

On the access modification side, every use case saw reductions of 60% or more in average time to modify
access rights. The cloud use case had the most dramatic improvements, a jaw-dropping 99% average
reduction in the time required, which participants attributed to having a consistent platform with which
to address all the access issues, an easier way to set up access policies, and having the ability to automate
more of the operations involved.
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5.1 Cloud and Remote Users

Appgate SDP administrators saw, on average, a 32% reduction in the time needed to provision remote
users, and a 67% reduction in the time needed to provision cloud users. They saw an average reduction
in the time needed to modify an existing remote user’s
privileges of 60%, and a whopping 99% reduction for
modifying cloud use privileges. “Appgate has made the decision
to move apps to the cloud easier.
Before Appgate, we really couldn’t

These kinds of changes had profound impacts. “Appgate
has made the decision to move apps to the cloud

easier. Before Appgate, we really couldn’t provision provision users for cloud application
users for cloud application access. Now, modifications access. Now, modifications can in
can in some cases happen automatically,” noted the some cases happen automatically.”

Principal Architect at a large IT services company. This Principal Architect
sentiment was echoed by the Cloud Solution Architect Large IT Services Company
at a large professional services company: “We couldn’t
allow access [for field workers to our cloud-hosted
applications] before Appgate. Now that we have it, we have a capability that didn’t previously exist...we
maximize APIs to fully automate the vast majority of our authorization activities.”

It is important to remember that the granularity of control possible with Appgate SDP is significantly

better than most participants had been used to: “Appgate allows a more granular approach to doing

access management,” said the Associate Director of Security Operations at a large retailer. “Before
Appgate, access was all-or-nothing. Now, with Appgate, we can much
more tightly control access details, and the time to do that is a third of
the time it took to grant full access.”

Just as important as the granularity of control is the ease of making
changes, including the degree of automation possible (as indicated

in the comments above). Notably, and separately from the amount

of calendar time user provisioning and right modifications take,
Appgate SDP administrators also saw on average a 32% reduction in
the amount of hands-on staff time required to do the provisioning and
execute the rights changes.

These two things together translate to a lot of time freed up for overburdened and expensive
cybersecurity staff. “[Executing an entitlements change] once approved is seconds to 5 minutes. Before
Appgate...hands-on infosec time required to implement [was] a week on average,” noted the Senior

Information Security Engineer at a large financial services company. “The team was oversubscribed.”
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5.2 On-premises Users

Appgate SDP drove similar improvements in access management for on-premises users: a 32% average
reduction in the amount of time needed to provision users’ initial access privileges, and a 66% reduction
in the time needed to manage modifications afterwards.

Notably, Appgate SDP also made it possible for IT teams to reduce the number of tools involved in
provisioning and managing user access. Among the half of organizations that were not already down to a
single tool to manage access, introducing Appgate SDP resulted in a 56% reduction in the number of tools
in use. (Please see Figure 8.)

Appgate SDP Improves Managing Access
for On-Premises Users

Reduction in tools needed to
u I I i i _ 56%
manage privileges

Reduction in average time to modify

> 66%
access privileges

Reduction in average time to
L . 32%
provision initial access privileges

Figure 8: Improvements in On-Premises User Management

Using Appgate SDP to manage on-premises access fulfills most of the key requirements organizations
have for NAC: controlling access to the network itself, and coupling access decisions with platform health
checks for systems seeking access. “Before Appgate, there was NO provisioning, people just plugged into
the network,” said the Director of Enterprise Infrastructure at a large manufacturer. “With Appgate, we
now establish secure policies for all users.”
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5.3 Third-Party Users

Third-party access has long been a thorn in the side of IT departments. People working for business and
technology partners or contractors often need access to an organization’s systems, but that access should
not be identical to the access granted to employees. That is, third-party users are ideally granted access
only to the systems they need to have access to, and that will be a small subset of the systems employees
need access to.

Reduction in Time to Manage Third Party User Access

Reductionin time to prOViSion priv"eges _ %

Figure 9: Improvement in Third-Party User Management

Unfortunately, most organizations have not had access management systems in place to make this easy,
or even possible. Many have been forced to forbid third-party access to internal systems: “We couldn’t
allow third-party access before, as we had no tools to do this,” said the Principal Architect at a large IT
services company. This sentiment was echoed by the Cloud Solution Architect at a large professional
services company: “Before Appgate, there was no third-party access. Appgate is allowing this to happen.”

Those that could not simply forbid access have mostly instead had to provision accounts for third-
party users that are just like anyone else’s, with network-level access to all the internal systems anyone
else can see. These organizations generally try to track these users as a distinct group so as to keep

on top of changes in the access rights they should have, including when they should lose them, e.g.,

at the expiration of a contract. This is an effort that usually fails, and so stale accounts accumulate, a
cybersecurity debt that represents significant risk.

Participants said Appgate SDP has been transformative with respect to third-party access, making it easy
to allocate—and set expiration dates on—granular access to just the systems that contractors, vendors,
or other third parties required. “Third parties had full access before Appgate. Appgate now allows us to
permit access only to apps the third party requires,” said the Director of Enterprise Infrastructure at a
large manufacturer.
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6. Key Benefit: Advancing Zero Trust

As a ZTNA solution, deploying Appgate SDP is itself a step towards implementing a full Zero Trust
architecture. Appgate SDP administrators tend to think of their infrastructure as having a Zero Trust
environment and a legacy environment, with workloads being migrated from legacy to Zero Trust, or
decommissioned in legacy and replaced by new solutions spun up in
the Zero Trust environment ab initio. On average they use Appgate to
0RO LY e[ Bl control access to 85% of the systems in their Zero Trust environments.

for resource access and
microsegmentation.” Importantly, Appgate SDP is not focused solely on user access; it can

gl also manage resource-to-resource access. “We are using Appgate for
LTg ARk A resource access and microsegmentation,” said the Principal Architect
at a large IT services company. The Principal Enterprise Architect at a
midsize software and IT services company similarly noted, “[We] need
to deepen adoption of Appgate for inter-systems [communications]
at all levels.” On the adoption arc most companies follow, gating
user access is the lower-hanging fruit and is pursued first. Managing
inter-system access is more complicated to plan and implement,
and many organizations did not even have tools available to map
out the relationships in amongst their systems—to see which
systems communicated with which other systems, and how—until
they had deployed Appgate SDP.

7. Conclusion

Organizations usually deploy Appgate SDP to solve multiple problems in their environments. They tend

to start with replacing their VPNs for remote users, but quickly apply the solution to solving all manner of
user access issues, and to make it a cornerstone for broader deployment of Zero Trust and an enabler of
speedier migration to cloud.

Across all areas, Appgate SDP drives major, and in some cases transformative, reductions in the amounts
both of clock time and of hands-on staff time required to manage access. Simultaneously it delivers
significant improvements in the granularity of control an organization can exert, enabling both broader
and safer extension of access to third parties, be they partners, contractors, or auditors.

And, thanks to its enforcement of Zero Trust principles at the network level, Appgate SDP renders
protected resources invisible to anyone and any system not meant to reach them, dramatically reducing
the organizational threat surface and reducing the number of cybersecurity incidents these organizations
have to deal with.
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8. Case Studies

8.1 Summary of Case Studies

Financial services firm improved user access management while tightening controls. Appgate SDP’s
more granular entitlements capabilities and better automation also help them advance their Zero Trust
agenda.

International IT services company implemented deep Zero Trust functionality. Offering the entire
spectrum of managed hosting solutions to its customers, they needed a solution that could provide full
control of communications within their networks as well as at the access points.

Major international IT outsourcer needed to secure its collection of networks. They needed a single
solution to manage access across the whole enterprise and help them create a Zero Trust environment.
They chose Appgate SDP.

Federal agency redoubles push for ZTNA after Executive Order on Zero Trust. Years of work had
produced little progress—and now more resources were shifting to cloud. Appgate SDP has become a key
component of the organization’s cloud-native access point architecture.

Global outsourcing company controls secure access to AWS resources. They needed the solution to be
better—more secure—than their existing methods, and for it to be applicable to both on-premises and
remote users, whether employees or third-party. Appgate SDP addressed their problems.

Software and IT services company deploys agile Zero Trust access to support expansion. This firm
pursued Zero Trust to facilitate international expansion, where its legacy VPN and “hard perimeter”
approach impeded it. Appgate SDP solved their problems and has led to transformational change in the
operating model.

Global manufacturer with a burning need to replace its legacy VPN solution wanted more. More than
just a new VPN, it wanted to enhance its security posture. Appgate SDP made them more secure as it
replaced legacy VPN technology.

Insurer urges construction management firm to embrace Zero Trust. The obvious first step was access
management tools, and they needed a tool that would make it easy to do location-specific things—unlike
their legacy VPNs—and also make less work for IT. Appgate SDP was the solution.

Major Internet retailer enables Zero Trust least privilege access. Furthermore, they want one tool across
remote and on-premises user bases, and cloud and on-premises resources. Appgate answered the call.
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8.2 Financial services firm improved user access management while tightening controls

This financial services firm needed a solution to improve user access management through better
control of access entitlements and better automation, and also help them advance their Zero Trust
agenda. After evaluating other solutions they chose Appgate SDP.

. . . . . Staff 19,000
By melding automated execution of entitlement creation via Appgate SDP to

a workflow for access entitlement requests and approvals, they accelerated Revenue $8.38
a process that took a week to the
point where it takes only a couple Culture Aggressive
of hours, and most of that in the

approvals phase rather than the execution. Modifications to
entitlements were similarly accelerated, from two days on
average to two minutes. Moreover, they now do so with only
40% of the staff hours previously required, and with a third
fewer tools in the mix.

“Actual implementation [of
entitlements] once approved is
seconds to 5 minutes. Before
Appgate, the elapsed time
was about the same through

the approvals part, but the
hands-on infosec time required
to implement was a week on
average, because the team was

over-subscribed.”
Senior Information Security Engineer

In addition to current management of remote access, the
organization is working on deploying Appgate SDP for on-
premises users.

Although the organization had moved only
about 9% of its workloads to cloud, they
have begun phasing in Appgate SDP management of access to cloud services. Most
existing cloud workloads are behind Appgate SDP, and all future deployments will be.

The broad deployment of Appgate SDP for remote access has allowed the organization
to phase out VPNs entirely, which they view as a first significant step down the road to true Zero Trust. It
has also helped them increase their use of dynamic, context sensitive security policies: pre-Appgate, 40%
of their policies were in some way dynamic and context-aware, post-Appgate it is 60%.

33% Reduction in Tools
to Manage Remote
Access

3 Tools

| 2 Tools

Before Appgate  With Appgate
sbpP SDP

60% Reduction in Staff
Time to Manage
Remote Access

S5FTE

2FTE

Before Appgate  With Appgate
Sbp SbP
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99% Overall Reduction
in Access Provisioning
Time

7 Days

2
Hours
Before Appgate  With Appgate
SDP SbpP

99% Overall Reduction
in Access Modification
Time

2 Days

2 Min

Before Appgate  With Appgate
SDP SDP
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8.3 International IT services company implements deep Zero Trust functionality

This company provides the entire spectrum of managed hosting solutions to its customers, from empty
racks in a data center to managed public cloud infrastructure. As they evolved from their original roots
in basic hosting, they needed a solution that could provide full control of

communications within their networks as well as at the access points. Staff 8,000
They looked to Appgate SDP to control access for both remote and on-premises Revenue $18
users, and for both their own and third-party users—in this case, third parties being

their customers. They also brought Appgate SDP in to remove barriers and obstacles Culture Moderate

to them moving their own applications into cloud environments.

Appgate SDP is providing radical improvements in user provisioning
V[038 )els [1 a3 (ele 144 ko) 10 0| - times and user access modification times—98% reduction on each,
overall. Cloud user provisioning that used to take three days now takes
10 minutes; cloud account modifications that took an hour now take
30 seconds.

only, Appgate was network-
centric, which we were very
interested in; Couldn’t allow
3rd party access before, as we They are also fully engaged in adopting Zero Trust throughout their
had no tools to do this; [Our] infrastructures, with Appgate SDP as one of their primary tools, to
AR D a de e ke l2e 01 1a1404 - facilitate microsegmentation. They have moved 30% of their systems
into a Zero Trust environment, with 100% of them protected by

of access have improved.” _ - .
Principal Architect Appgate SDP. In future, they intend to decommission their standalone

NAC solution, it having become functionally redundant given the

presence of Appgate SDP. About
60% of their endpoints are licensed under the current NAC solution, and they
intend to bring that down to zero.

Beyond speeding up and tightening down network and system access at
all levels, Appgate SDP provides them far more granular visibility than they
had before into network access events, including security incidents. Since
deploying, they have seen a dramatic reduction in incidents related to
unauthorized access to systems.

98% Overall Reduction
in Access Modification
Time

13
Weeks

4 Min

Before Appgate  With Appgate
SbP SDpP

98% Overall Reduction
in Access Provisioning
Time

13
Weeks

18
Hours

Before Appgate  With Appgate
SbpP SDP

50% Reduction in Staff
Time to Manage
Remote & On-premises
Access

6 FTE

3FTE

Before Appgate  With Appgate
Sbp SDP
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67% Reduction in Tools
to Manage Remote
Access

3 Tools

1 Tools

Before Appgate  With Appgate
Sbp SDP
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8.4 International IT outsourcer needed to secure its collection of networks

This very large, international IT outsourcer and application automation company shares a problem with
a lot of other companies that grow by acquisition and merger: it is a collection of companies, running

a collection of networks. They needed a single solution to manage access
across the whole enterprise and help them create a Zero Trust environment. Staff 130,000

They chose Appgate SDP.
Revenue $16B

Appgate SDP replaced a mishmash of VPN solutions managed separately from
each other and with limited coordination. One result of moving to a consistent
and automatable secure access platform has been an enormous speed-up in user
provisioning and privilege modifications. Cloud and remote user accounts that took four days to provision on
average, pre-Appgate, now take an average of only 30 seconds. Modifying rights on an account previously took
four hours, reduced with Appgate SDP to 30 seconds. Third-party users, who number in the tens of thousands
sometimes, can now be provisioned and managed just as
expeditiously as staff.

Culture Aggressive

“VPN solutions are a way people

get penetrated with known security Moreover, where three FTEs worth of staff time went to
incidents. We are fully migrated managing remote access pre-Appgate, that has shrunk to zero
with Appgate SDP and workflow automation. The same is

off these VPNs. We have not had a
S g ATl A e ek d [E4  true of third-party users: pre-Appgate, it took the equivalent

e e A A A e e e g Of three full time staff to manage them; post-Appgate, it takes
no committed staff time at all.

Appgate SDP has turned into an important security visibility asset, having helped

them spot three ransomware attacks in progress in the past year. In addition

to allowing the company to reimagine and unify access control, Appgate SDP is

empowering them both to securely transition of off MPLS connections and to pull

back from their planned deployment of SD-WAN. Since deploying Appgate SDP

they have pulled MPLS from all 600 sites they had it at. And even though they

significantly increased the bandwidth to each site, via dedicated Internet access, their overall connectivity costs
dropped by 67%. “Our offices now look like Starbucks,” noted the principal architect in reference to their open,
café-style WiFi networks.

35
Hours

30 Sec

Before Appgate  With Appgate
SDP SDP
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99% Overall Reduction 99% Overall Reduction 100% Reduction in Enabled 67% Overall
in Access Modification in Access Provisioning Staff Time to Manage Reduction in
Time Time Remote Access Connectivity Costs

3 FTE

OFTE

Before Appgate  With Appgate
SDP SopP

100%
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SbP SDP
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8.5 Federal agency redoubles push for ZTNA after Executive Order on Zero Trust

A branch of the government has been working to implement a Zero Trust architecture for years, and
also to shift to making more extensive use of cloud resources. The recent run of Executive Orders
around cybersecurity, including EO 14028, created a renewed
sense of urgency around making those forays into cloud without Staff 250,000
compromising the pursuit of Zero Trust. Appgate SDP has become
a key component of the organization’s cloud-native access point
architecture.

Revenue $234B

By bringing Appgate into the mix, the organization has been able Culture Aggressive
to build an environment in which accounts with only and exactly
the access privileges they need are, on average, provisioned within 30 minutes of receiving a request.
Modifications to the privilege set for an account will be made within 5 minutes, on average.

As the organization continues to expand its use of Appgate SDP,
“Micro segmentation it will be re-evaluating its non-classified environments with

0 respect to their use of MPLS communications and, overall, its
[syStem;’ "‘ft 4 I?t of true recent adoption of SD-WAN. IT teams will be assessing whether
competitors in this space. ...l either standard use of MPLS or SD-WAN remain necessary

1 a1 el el lelalelRedfalfd el given truly secure communications over the Internet.

segmentation and device _ .
And, of course, ZTNA for users is only one of the “193 separate

ggzgz‘:z’ce'”c’ Nt e A o activities” being undertaken to shift them to Zero Trust.
ger, Cloud Native Access Point Implementing microsegmentation and ZTNA for back-end
servers and services
are others. At this point, 100% of the organization’s servers are in
its Zero Trust environment—and 100% of them are protected with
Appgate SDP.

Key Benefits Realized with Appgate SDP
Sdaieoneiiiodbiondioren |
environment protected with Appgate SDP 100%

Percentage of servers in Zero Trust
L RS

environment
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8.6 Global outsourcing company controls secure access to AWS resources

To facilitate and accelerate their move to the cloud, this global temp and outsourcing company needed
a quick solution to the problem of controlling access to resources in AWS. They needed the solution

to be better—more secure—than their existing methods, and for it to be
applicable to on-premises and remote users, whether employees or third- Staff 20,000

party. Appgate SDP solved all these problems for them.
Revenue $78

Specifically, they were seeking a solution that would support FIDO-2 MFA
incorporating a hardware token, and that would also be able to safely support
third-party access to their systems, something their incumbent solutions
could not do.

Culture Aggressive

All of this was in support of a cloud migration effort that had already
“Once users are in, been in motion for 10 years, and had resulted in the movement of 50
we maximize APIs to applications—about 65% of the total planned migration—and their
fully automate the placement in four separate environments. The difficulty of managing
access across these disparate systems and environments was one
factor slowing the migration, and there are still many access methods
in use. The plan is to continue to consolidate and rationalize control
with Appgate SDP.

vast majority of our

authorization activities. ”
Cloud Solution Architect

The company regards the cloud resources as their Zero Trust environment; 100% of the resources there
are protected via Appgate SDP. Thanks in part to the improvements in access management Appgate SDP
brought with it, they will shut down their EMEA data center, migrating all the workloads remaining in it

into cloud environments, and getting them to approximately 85% to 90% migrated.

Another thorny problem Appgate SDP solved was third-party access to corporate resources. Before
Appgate SDP, this was simply not allowed; with Appgate SDP, it is now

a standard procedure. Accounts can be provisioned in 30 minutes, and

modified as needed in just two minutes.

99% Overall Reduction
in Access Modification
Time

48
Hours

2 Min

Before Appgate  With Appgate
sbp sobp

45% Reduction in
Number of Tools
Managing Remote
Access

9 Tools

5 Tools

Before Appgate  With Appgate
SDP SoP
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8.7 Software and IT services company went for agile Zero Trust to support expansion

A midsized software and services firm pursued Zero Trust to facilitate international expansion, where its
legacy VPN and “hard perimeter” approach impeded it. Appgate SDP solved their problems and has led to
transformational change in the operating model.

Staff 2,350
Zero Trust had been a goal for many years prior to Appgate SDP adoption, seen as the
only way to ensure secure, properly limited access both for internal users wherever Revenue $535M
they were, including overseas, and for external users including suppliers and partners.
The ideal future environment needed simultaneously to provide granular access Culture Aggressive

controls independent of location, to support international compliance regimes
without massive manual effort, and to not get in the way of the company’s security services staff as they engaged in
“Red Team” activities in the course of assessing customer security.

“IDeploying Appgate After many disappointments with inadequate solutions, the firm implemented
resulted in] 6% reduction Appgate SDP. Provisioning new users with all the specific access rights they
needed went from taking 30 days to 12 hours, and modifying privileges from
days to minutes. Moreover, the user experience was vastly improved compared
to the VPN: establishing connections was faster, easier, and more reliable. This
led initially to a rapid transition away from

their legacy VPN solutions—end users

actually demanded transition to the new system and encouraged colleagues to

do the same. Appgate now controls nearly all access, and for all employees, from

the CEO down.

in gross IT spend, 5.7%

in security spend.”
Principal Enterprise Architect

After they decommissioned their many VPN appliances, generating substantial

savings, they realized that the ZTNA model had not only transformed how they

control access to systems, it had created the possibility of eliminating their private

WAN entirely. The WAN had existed primarily to provide secure access to back-

end systems, after all, and the shift to ZTNA meant that secure access could as

easily be provided over the public Internet, and at roughly equivalent performance for the systems in question. Even
as this transformation was in progress, generating even more savings, the pandemic pushed them one step further.
The shift to remote work was followed by the realization that there was little need for anyone to work in a company
facility anymore. Subsequently nearly all company offices have been shut down in favor of permanent work from
home, generating still more savings. So, all users are now remote users, all the time, thanks to Appgate SDP.

Days

SoP

2 Days

Before Appgate  With
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8.8 Global manufacturer with burning need to replace legacy VPN solution wanted more

A global manufacturer with a burning need to replace its legacy VPN solution wanted more than just a
new VPN: it wanted to enhance its overall security posture. Appgate SDP helped them do both.

The initial goal was to manage access for remote, on-premises, and third-
party users. Beyond this, they plan eventually to manage all access to cloud
resources—once they begin migrating workloads to cloud. And, ultimately,
they mean to make Appgate SDP a cornerstone on which they will implement
a full Zero Trust network access architecture. Culture Bleeding Edge

Staff 5,000

Revenue $1.5B

They succeeded in reducing the time it takes them to provision new users’

access rights by 75% on average. And, significantly, for remote and on-premises users, they have shifted
from an “all access” model under which, if people could reach any resource then they could reach every
resource, to a highly granular model. The same
applied to third-party users: even if they needed

“Appgate allows a more granular approach to
doing [remote] access management. Before
Appgate, access was all-or-nothing. Now,
with Appgate, we can much more tightly
control access details, and the time to do that
is 1/3 the time it took to grant full access.

Before Appgate, there was no provisioning
[of access for on-premises users], people just
plugged into the network. With Appgate, we

now establish secure policies for all users.”
Director of Enterprise Infrastructure

to reach only a single resource in order to do
their work, they were able to see all the other
resources as well. Now, all three classes of users
have access only to the resources they actually
have a business need to reach.

As a result of the introduction of differential
levels of access to resources with Appgate SDP,
they have been able to “drastically reduce” the
cybersecurity threat surface of their systems and
take a big step towards a Zero Trust environment
over all. Their ultimate Zero Trust goal is to “treat
the end user the same whether they are on-prem
or off-prem” not by making access wide-open,

but instead by ensuring that “all people need to be authenticated and authorized for access, regardless of
position, company affiliation or location.”

83% Reduction in Time
to Provision Third-
Party User Access

60 Min

10 Min

Before Appgate  With Appgate
SDP SbP

© Nemertes 2023

75% Overall Reduction
in Provisioning Time

45 Min
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67% Reduction in Time
to Provision Remote
User Access
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8.9 Insurer urged construction management firm to embrace Zero Trust

A small construction management and general contracting firm with a very lean IT operation needed
to take steps towards Zero Trust, thanks to a push from their cybersecurity insurance company. The
obvious first step was with access management tools, but they needed a

tool that would make it easy to do location-specific things—unlike their Staff 225
legacy VPNs—but which also make less work for IT. Appgate SDP was the

solution. Revenue $700M
They embraced Appgate SDP first for managing remote users, but with Culture Moderate

the goal of folding in on-premises users next. Although they have seen
no significant savings in account provisioning time, they have seen an enormous improvement in
account modification times, with the average time from request to fulfillment down from a full day to
approximately 1 minute. And, even though there has been
no speed up on provisioning, there has been a significant
improvement in the granularity of access controls available.

“Our security providers started
talking up Zero Trust, and
Appgate looked like a great way

IT had been provisioning site to site VPNs for private
to get in that direction. Easy communications from remote work sites to on-premises
to do things location-specific, applications. They had also been backhauling cloud-bound
unlike with VPNs.” traffic through these VPNs. As they proceed with the Appgate
SIEAGRIEIE  roll-out, they saw some application
performance improvements in
addition to access management improvements. The Appgate SDP agent’s
intelligent routing of communications points each user’s sessions at the
ingress points with the best performance for them, eliminating the added
latency associated with backhauling everything to a fixed data center before
sending it out to its destination.

In the wake of the pandemic, Appgate SDP also 99% Overall Reduction Percentage of Office

powered an overall shift in work patterns. As with in Access Modification Staff Able to Work
. . Time Remotely

so many other companies, the pandemic had 2

driven the firm to nearly 100% remote work for Hours 100%

a time. However, the nature of the business is
that 70% of the team is in the field at any given
time anyway. As the pandemic receded and the
company contemplated a return-to-the-office for
everyone else, they instead decided that since
Appgate made it safe and effective to work from
home, they should be flexible and allow anyone

to work remotely on an ongoing basis.
1 Min 0%

Before Appgate  With Appgate Before Appgate  With Appgate
sop Sbp SopP sbp
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8.10 Major Internet retailer enables Zero Trust least privilege access

This major Internet retailer was in search of an access management solution that let it implement least
privilege access for both on-premises and cloud resources, across remote and on-premises user bases.
Appgate SDP answered the call.

This cloud-native company already had highly automated processes for Staff 17,000
creating user accounts and assigning them access. Appgate SDP added
the ability to be finer grained in the access granted. And, despite their Revenue $8.98B
existing sophistication, Appgate SDP was able to drive a further 25%
reduction in the time needed to modify privileges after provisioning on
average. For cloud user access modifications specifically, the reduction
was 98%. And the comparison is all the more compelling because pre-
Appgate, cloud users had access to pretty much anything in the same environment; now access is specific
to only the systems a user needs to do their job. The same
applies across remote access and on-premises access:
“Many of our legacy internal the quality of control is enormously improved. This is an
systems are unpatched and especially important point for third-party access: fine-
contain vulnerabilities that grain control has dramatically reduced the level of access

are difficult or impossible to non-staff (nearly 2% of the user base) have to non-public
applications.

Culture Aggressive

remediate. Limiting exposure to
LR e le R R A R B Applications are developed in the cloud, and access
legitimate needs significantly management is now automated as a part of the overall

reduced our attack surface.” build process. Appgate SDP is an important part of this
Al ) i ad ataa da el A automated implementation of access management, being

integrated into development teams’ CI/CD pipelines.

Despite the fact that the company is cloud- 98% Reduction -
native, even it has legacy systems with Reduction in .25% Overall Re.du‘:tfon
. o Cloud Access in Access Modification
unpatchable security holes. By providing Modification Time Time
a mechanism to tightly control who has
access to these systems, and how they 5 Min S i
can reach them, Appgate SDP has helped is
them reduce their threat surface while also Min
postponing the expense of migration.
5 Sec
Before Appgate  With Appgate Before Appgate  With Appgate
sSop SDP SopP Sop
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9. Methodology

In September 2022, Nemertes developed a customized set of hypotheses and questions focused on
uncovering the business value and operational impact of Appgate SDP. We reviewed these hypotheses
with Appgate, which provided Nemertes with the names of current, experienced customers to interview.
Nemertes scheduled calls with and interviewed participants in October 2022 — January 2023. Nemertes
senior analysts interviewed all participants, independently, to gather detailed data on each organization’s
experience with Appgate SDP. Nemertes then analyzed the data, for each and collectively across
organizations. We have kept the names of the organizations confidential to protect their competitive
information.

About Nemertes: Nemertes is a research-based advisory and IT consulting firm that analyzes the business value of emerging

technologies. Since 2002, we have provided strategic, client-centric recommendations based on data-driven operational and

business metrics to help organizations deliver successful technology transformation to employees and customers. Simply put:
Nemertes’ better data helps clients make better decisions.
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