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INTRODUCTION

AppGate SDP supports single sign-on authentication using SAML 2.0 identity providers (IdP) such as Okta, ADFS,
Onelogin and Ping. SAML can be used to authenticate users connecting through the Client, and also to
authenticate administrators logging into the Controller console.

This Integration Guide is part of a suite of documents to help configure your AppGate SDP system to work with
your third party systems; for information about other guides refer to the AppGate support pages.

Using SAML authentication
AppGate SDP handles SAML response verification in different ways depending on use case - Administrators
authenticating through the Controller Ul, or Users authenticating through the Client. The Assertion Consumer
Service (ACS) that is used to verify the SAML response in single sign-on (SAML SSO) will be different for each use
case.
Therefore, to use Okta SSO authentication you will need to follow these steps:
1. Decide on your use case: Administrator and /or User authentication;
2. Onyour Okta console: create separate SAML Applications — one for each use case (Administrator
Authentication and / or User Authentication);
3. Inyour AppGate SDP: create and configure a corresponding Okta IdP entity for each use case;
4. When configuring the two systems, use the appropriate Assertion Consumer Service (ACS) URL — refer to
Table 1 below. Note ACS URL is called “Single sign-on URL" in the Okta configuration.

Table 1: Assertion Consumer Service (ACS) URL:

Administrator Authentication: User Authentication:
In this use case, the Controller will If your IdP requires secure TLS connection, then you will need to use
be the Assertion Consumer Service | a redirection server to act as the ACS. The redirection server needs a
(ACS). web server listener running on HTTPS to perform a redirect 307 for

To configure your IdP, you will need | the SAML response to the Client.

the Controller URL (using HTTPS) eg. | In this situation, the ACS Reply URL will be the redirection server, eg.
https://mycontroller.mycomp | https://redirectserver.mycompany.com/saml
any.com:444/admin/saml The redirect to will be to http://127.0.0.1:29001/saml

More information about the requirements for SAML response
verification can be found at:
https://sdphelp.appgate.com/adminguide/saml-idp.html

If your IdP supports HTTP binding the AppGate SDP Client itself can
be the ACS. In this case, the ACS Reply URL should be set to

localhost, for example:
http://127.0.0.1:29001/saml

About this integration guide

This document provides a step-by-step guide to integrate Okta SAML Single Sign-On and AppGate SDP.

The configuration process is the same for both use cases - Administrator Authentication through the Controller
and User Authentication through the Client. If you need to use your IdP for both of these use cases, you will need
to repeat the process, ensuring that you have the appropriate test topology in place before you start, and that
you enter the appropriate data in each case. The specific details of the data that needs to be entered in each case
are provided in the tables as you go through the process.
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BEFORE YOU START

Test topology
N
AppGate M http:
Client == p/
Okta Identity
Cloud
AppGate SDP, N m = -
Controller h . N Test User
account

:I

Administrator

Figure 1: Okta integration test topology

This integration process requires the following:

e Okta Identity Cloud account admin credentials

e AppGate SDP Controller installed and accessible. Information for setting up your Controller can be found
in the Admin Ul: https://sdphelp.appgate.com/adminguide/index.html

e Atest user account in your Okta cloud directory, with at least one basic attribute field configured such as:

- username eg. “testuser”
- firstName eg. “Joe”
- lastName eg. “Smith”
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STEP BY STEP GUIDE TO INTEGRATION

You will need to complete this configuration process for each intended use case: Administrator Authentication
through the Controller and User Authentication through the Client.

1. OKTA CONFIGURATION: SET UP SINGLE SIGN-ON

Add a new application
e Login to your Okta administrator account.

e On the Okta dashboard, ensure you are using the Classic Ul, not the Developer Console

=== Applications

e On the <Applications> screen click <Add Application>
e On the left hand menu: click INTEGRATION PROPERTIES -> Supports SAML
e Click <Create New App>

v

My Applications @ [ m i

e Onthe Create a New Application console, click <SAML 2.0>
e Click <Create>

% Add Applicatio [ Create a New Application Integration

Platform Web

- Sign on method -_:_- Secure Web Authentication {SWA)

(@) SAML 20

(C) OpeniD Connect

Cance!

e  Onthe Create SAML Integration console type in an app name, eg:

- For Administrator Authentication: “AppGate SDP”
- For User Authentication: “AppGate SDP Client App”

e Click <Next>
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Application Configuration — GENERAL
e Inthe GENERAL section enter the basic SAML Settings:

- Single Sign-On URL: — Type in the appropriate ACS URL, refer to the table below
- Audience URI — Type in a unique name, make a note of this as it needs to match the Audience field
when you configure AppGate SDP

Administrator Authentication: User Authentication:

Single sign-on URL = ACS URL = AppGate SDP | Single sign-on URL = ACS URL = localhost

Controller URL redirection server URL
https://mycontroller.mycompany.co | http://127.0.0.1:29001/saml
m:444/admin/saml

The GENERAL section should look something like this:

Single sign on URL http:/127.0.01:29001/sam
+/| Use this for Reciplient URL and Destination URL

Allow this app to request other 550 URLs

Audience URI (SP Entity ID) appgate-test

Default RelayState

Name ID format EmallAddress v
Application username Okta username prefix A
Update application username on Create and update v

Show Advanced Settings

Attribute Mapping — ATTRIBUTE STATEMENTS

e Create application attributes and specify which SAML attributes should be mapped to in the ID token. Use
the attributes that have been configured for the test user account
eg. Attribute <Name> username is mapped to <Value> user.login

e Make a note of the Attribute names you have created, you will need them when configuring your
AppGate SDP
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The ATTRIBUTES section should look something like this:

Name

username

firstName

astName

emalls

Add Another

Name format

Unspecified

Unspeclfied

Unspecified

Unspecified

GROUP ATTRIBUTE STATEMENTS

e If your organization uses groups, use this option to return groups in the SAML assertion
e To filter all groups into a single SAML assertion:

e Inthe Filter field, select <Matches regex> and type in .*

Value

userlogin

userfirstName

userlastName

useremall

LEARN MORE

The GROUP ATTRIBUTE STATEMENTS section should look exactly like this:

Mame

groups

Add Another

e Click <Next>
e Click <Finish>

MName format

Unspecified

Filter

v Matches regex
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2. DOWNLOAD METADATA

On the <Sign On> tab for your new application you should see the SIGN ON METHODS form.
This provides the metadata required to configure your AppGate SDP

If you are running AppGate v4.3 or later:

e Click <ldentity Provider Metadata>
e Copy or save the metadata in a file that can be uploaded to your AppGate SDP Controller

<md:EntityDescriptor entityID="http ‘www okta com exklkp09lqBaAoZpCOh7">

—<md:IDPSSODescriptor WantAuthnF false” p Enumeration="um oasis names e SAML 2 0-protocol >

SAML 2.0 1s not configured until you complete the setup Instructions. —<md:KeyDescriptor use="signing™>

View Setup Instructions
= <ds:X509Certificate>
MIIDpDCCAoygAwIBAZIGAV280bv-MAOGCSqGSIb3DQEBCwUAMIGSMQswCQYDVQQGEwWIJVUZETMBEG A1UECAw
\ MBIGA1UECwwLUINPUHJvdmIkZXIXEzZARBgNVBAMM CmRI1di03NjQwNzIxHDA2B gkqhkiGIWOBCQEW DWIuZm9Ab2
BhMCVVMxEzARBgNVBAgMCKkNhbGimb3JuaWEXFJAUBgNVBAcMDVNhbiBGemFuY212Y28xDTALBgNV BAoMBE9rd
KoZIhveNAQKBF g1pbmZvQGOrdGEu Y 29tMIIB;ANBgkqhkiGOwOBAQEFAAOCAQSAMIIBCgK CAQEA hXctZBmstv14zsf
jCA34CIOEK jymUw8 Y8swpH LP1Ng 7FURROKMSEZ0L rxcZN Yo WCRFcXneJaTORMfaF maDgNMw9J rlfsdc 3uKdhgsQJ9Z
K39Y fhruGbzt *lud4hGm1C JyfEPRKC6we3pEQvBQkXwL 1g0Kg +PjStAI3xwIDAQABMAOGCSqGSIb3DQEBCWUAAJIB
MLomH{PrAeywuSPy9P1 7TTowfOje3Uph9nTMFIUp;ORTRIFOAcnEQUYMbGhx4AISTxin Y6TZnRWp dPLACA761all76d+Pcbl
uohU96GHBMbzhAQHj4 5frwTz1 1z2XFOcx VUWtAOGFaw 7ThQlilzL A/8znrpW3r JrFyruB4 7-TS 8- E2Ebmg/Xwof0COvwiHL by
</ds:XS09Certificate>
</ds:X509Data>
</ds:KeyInfo>
< md:KeyDescriptor>
~<md:NamelDFormat>
um oasis names tc: SAML 1 1 :nameid-format emailAddress
< md:NamelDFormat>
<md: ignOnService Binding="um oasis names 1c SAML:2 0-bind
<md: SignOnService Binding="um oasis:names tc SAML 2 0.bind:
</md:[DPSSODescriptor>
<'md:FntityDescriptor>

Identity Provider metadata Is avallable If this application supports dynamic configuration.

TTP-POST" Location="hrps /dev-764072 oktapreview o
TTP-Redirect” Location="https. /dev-764072 oktapreview

If you are running AppGate v4.2 or earlier:

e Click <View setup instructions>
e Make a note of the following:

- Identity Provider Single Sign-ON URL
- Identity Provider Issuer

e C(Click <Download Certificate> to download the X.509 public certificate
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3. APPGATE SDP CONFIGURATION: ADD A NEW IDENTITY PROVIDER
@AppGate Q, Search BE Dashboard & Operations e

Appliances Sites IP Pools Identity Providers Admin Roles MFA Providers MFA for Admins

Identity Providers

Name T Type Client Ul Admin Ul Tags

Duo - RADIUS Radius - -

In your AppGate SDP console:

e select System > Identity Providers

e create a new ldentity Provider

e choose the type SAML

e start configuring your identity provider following the details in the tables below.

Administrator Authentication: User Authentication:

Name Enter a unique name eg: “Okta SAML Enter a unique name eg: “Okta SAML
Admin” User”

IPv4Pool select default pool v4 select default pool v4

Where to use tick “Use for Admin Ul sign in” (Will be specified in the profile link)

Single Sign-on See below

URL

Issuer See below

Audience type in the Audience URI you entered on the Okta configuration

Public See below

Certificate

If you are running AppGate SDP v4.3 or later:

e Use XML Metadata file to autocomplete Single Sign-On, Issuer and Public Certificate fields
e Click <Choose a file> and select the metadata file that you created previously - this will autocomplete the
relevant fields

If you are running AppGate SDP v4.2 or earlier:

¢ You will need to manually complete the following fields with the data noted in section 2 above:

Single Sign-on URL type in the Identity Provider Single Sign-ON URL
Issuer type in the Identity Provider Issuer
Public Certificate click <Choose a File> and upload the Certificate that you downloaded

If you need more information about how to manually complete the IdP configuration, please contact the Help
Center
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IdP Configuration for Okta:

Your Identity Provider form should look something like this:

Use XML Metadata file

& Chooseafile... okta-metadata.xml

Single Sign-On URL
https://dev-764072.oktapreview.com/app/cryptzonedev764072_appgatesdp_1/exklkp0%lgBaAoZpCOh7 /sso/saml

@ Will be automatically filled in by XML Metadata file above

Issuer
http:/fwww.okta.com/exklkp0?lgBafoZpCOh7
O Will be automatically filled in by XML Metadata file above

Audience

appgate-test

Public Certificate

----- BEGIN CERTIFICATE-—--
MIIDpDCCAoyzAWIBAZIGAV2S0bv+MADGCSqGSIb3DQERCWUAMIGSMOswCOYDVQQG
EwJVUzETMBEGALUECAWKQZ2FsaWZvem5SpY TEWMBQGATUEBWwWINUZFUlEZyYW5SjaXNj
bzENMAsGATUECEwWET2t0YTEUMBIGATUECwWwWLUINPUH JvdmlkZXIxEzARBgNVEAMM
CmRIdiO3NjOQwNzlxHDAaBgkghkiG9wOBCOQEWDWIuZmSAb2t0YS5jb20wHhcNMTow

@ Will be automatically filled in by XML Metadata file above or by choosing a PEM file with the button below

X Choose afile...

e Click <SAVE> to save your configuration
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4. MAP ATTRIBUTES

In the configuration form that you have created for your IdP:

e Fillin the <Attribute Mapping> section at the bottom of the form
e Click <ADD NEW MAPPING> to add each new attribute mapping

Map Attributes to User Claims

Attribute C} Claim name Array Encrypted v X

e Map the Attributes that were created in the Okta Map Atrlbutesto user Clais
configuration to AppGate SDP User Claims. it

e The Okta Attribute Names need to be copied exactly into the
AppGate SDP <Attribute> field.

Claim name

e Pick an existing User Claim name to map to, or create new Name Name format
Clalm names. username Unspecified
. . firstNam: U fied

e If you use Groups, Map the Group Attribute Name to <Claim - —
name> Groups and tick the array box fesiname e
emalls Unspecified

e (Click <Save>

Your completed attribute list should look something like this:

Map Attributes to User Claims © Addnew

groups mapped to claim groups (array)
emails mapped to claim emails (array)
lastName mapped to claim lastName
firstName mapped to claim firstName

username mapped to claim username
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5. TEST INTEGRATION

To test that integration has been completed successfully you need to log in as the Test User either through
the Client or through the AppGate SDP Controller admin Ul, as follows:

Administrator Authentication:

User Authentication:

On your AppGate SDP admin Ul:

Sign out of the admin Ul

Log in using the following information:
Identity Provider — choose this new IdP
from the drop down list

Click <Sign in with browser> to connect to
your authenticator

You may see the following message:

“You don’t have any administration rights”
— this confirms that the test user
credentials have been successfully
authenticated by your Identity Provider.

On the AppGate SDP Client:

e Quit if you are already connected

e Get a new profile link from the Controller
that includes this new IdP.

e Add a new profile in the Client

e Click <Sign in with provider>

e Sign in using the browser to connect.

e You should see the Client sign-in.

TROUBLESHOOTING

Common errors to check for when integrating a SAML IdP are missing fields or a mismatch in the names
between the SAML app and AppGate SDP configuration, for example:

1. Audience doesn’t match: the Entity ID field on the SAML app configuration does not match the Audience
field on the AppGate SDP configuration form.
2. Attribute mapping: the Attributes on the AppGate SDP configuration do not match the Application
Attributes on your Okta configuration.

You can use the Preview function in your Okta configuration to check the SAML XML that your IdP will be
generating:

e On your Okta console: open the GENERAL SETTINGS form for your AppGate SDP application
e Below the Attributes section, click on the <Preview SAML Assertion> button to view the XML

(6]
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Alternatively, on your AppGate SDP LogServer, use the controllerd log to find the source of the error.

e Launch the terminal window and enter the command: journalct! -u cz-controllerd -f
e Tryto login to the Controller Admin Ul using your SAML IdP and watch the controllerd log
You may see something like this:

Dec 20 12:59:31 Ctrl.example.co cz-controllerd[1320]: WARN [SamIConnector] Audience is either
empty or doesn't match this provider. Value: AppGate

HELP AND SUPPORT

For more information about the next steps in setting up your AppGate SDP system , refer to the Admin Guide

Please visit the Help Center to browse the knowledge base or log a support ticket for all Cyxtera products. Learn
more about the Help Center below.

Self-service help
Self service help can be browsed or searched for technical solutions. Browse FAQs, known issues, best practices,
service examples, guides and manuals.

Customer support requests

Customers can submit support requests in accordance with their Support and Maintenance contracts. We
recommend that you sign in to the support portal and submit from your own support account. If you do not have
access please fill in the “request a login” form available on the Help Centre.

FEEDBACK

If there is any information in this Integration Guide that needs to be updated, or instructions that need further
clarification, please let us know. Send your feedback to the Help Center.
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