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INTRODUCTION 
Multi-factor authentication can be used for controlling user access to network resources, administrator access 
to the Admin UI, and new device on-boarding. 
 

AppGate SDP can be configured to utilize either the built in default time-based OTP provider, FIDO provider or 
an external RADIUS provider.  
This document refers to the settings required to use Duo Authentication as an external RADIUS authentication 
provider. 

BEFORE YOU START 
Test topology 

 
Figure 1: Duo integration test topology 

 
 
This integration requires the following: 

• A Duo Security account configured for RADIUS protection 

• A Duo Authentication Proxy server installed and accessible on your network. Information for setting 

up and configuring a Duo Authentication Proxy can be found here: https://duo.com/docs/radius 

• a test user account setup on your identity provider database 

• An AppGate SDP Controller installed and accessible on your network. Information for setting up your 

Controller can be found in the Admin UI: https://help.appgate.com/adminguide/index.html 

 

Information you will need:  

• From your Duo Security account: 

o hostname/IP address, integration key, secret key, and API hostname 

• From your Duo Authentication Proxy: 

o Hostname/IP address of the proxy host 

• From your AppGate SDP console: 

o Controller appliance IP address 

 

https://duo.com/docs/radius
https://help.appgate.com/adminguide/index.html
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STEP BY STEP GUIDE 

1. DUO PROXY SERVER CONFIGURATION:  

Open the config file for your Duo Authentication Proxy server and edit the following fields: 
• ikey – enter the Integration Key from your Duo account 

• skey – enter the Secret Key from your Duo account 

• api host – enter the API hostname from your Duo account 

• radius_secret_1 – enter a secret to be shared with the AppGate SDP Controller 

• radius_ip_1 – enter the IP address of your AppGate SDP Controller 

• Client – select the option ‘duo_only_client’ (do not perform primary authentication) 

• Port – enter 1812 

A completed config file would look something like this: 
 

 

2. APPGATE SDP CONFIGURATION: ADDING A NEW MFA PROVIDER 
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In your AppGate SDP console, select System > MFA Providers  

• create a new MFA Provider 

• for the following fields select these options: 

o Hostnames or IP Addresses – enter the Hostname/IP address of the proxy host 

o Port – enter 1812 

o Authentication Protocol – select ‘PAP’ 

o Shared secret – enter the same shared secret that was entered in the Duo Proxy config file 

o Authentication mode – select ‘AppGate SDP Pre-emptive MFA’ 

 

The completed form should look like this: 

 

3. TESTING INTEGRATION 

After completing the MFA Provider form on the AppGate SDP console: 

• Save the configuration 

• Use the <Test Connection> button to test system integration. 

• If the test is successful, your Duo provider should now be listed on the MFA Provider console 
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USING DUO MFA AUTHENTICATION 
Once your MFA Provider has been configured, you can use it for controlling user access to network resources, 
authenticating administrators logging in to the Admin UI, and on-boarding new devices. 
 

1. User authentication 

Once integration has been completed successfully, user experience will depend on which authentication 
mode you select on your AppGate SDP, and the authentication method that is chosen when the user 
enrolls with your RADIUS server. 

AppGate SDP Authentication Modes: 
AppGate SDP external RADIUS support includes: 

• Pre-emptive MFA: the user will be prompted by the AppGate SDP client for authentication response, 

which the RADIUS server validates. 

• RADIUS server MFA: Often referred to as Push OTP. The RADIUS server initiates the required challenge 

and response. 

• Challenge-Response MFA: the RADIUS server may initiate an action, such as sending an SMS, and asks 

the AppGate SDP Client to prompt the user for an authentication response. 

 
Authentication mode is configured in the AppGate SDP console, simply edit the configuration for your 
MFA provider and choose the required mode.  
For more information about RADIUS provider authentication modes refer to the Admin Guide > MFA 
Providers 

2. Device enrolment 

• Each user authentication device (eg. cell phone or security key) must be pre-enrolled with your 

RADIUS server before MFA authentication can be used.  

• Provide any training required for users to self-enrol with the MFA provider and / or to use the 

authentication device 

Unlike the built-in time-based OTP provider where setup of the authenticator app on the user's mobile 
device is handled automatically by AppGate SDP, device enrolment for RADIUS MFA providers is not 
automated and needs to be managed separately.  
For more details refer to: Duo > Add Device and Duo Self-Enrolment. 

3. User interactions 

AppGate SDP uses MFA in Conditions combined with user interactions to control conditional access to 
specific network resources.  
MFA methods are configured within Conditions. 
 
On your AppGate SDP Admin UI: 

• Open the Condition configuration form, edit the following fields: 

o User Interaction – select <Require MFA> 

o Message - enter “%RADIUS_MESSAGE%” to use the reply-message (24) from the Duo server 

o MFA Provider – Choose the required MFA provider from the drop-down list. 

 
  

https://sdphelp.appgate.com/adminguide/mfa-providers2.html
https://sdphelp.appgate.com/adminguide/mfa-providers2.html
https://guide.duo.com/add-device
https://guide.duo.com/enrollment
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The Condition form should look like this: 
 

 
 
Once configured, use this Condition in any user Entitlements requiring MFA authentication. 
 
For more information refer to the Admin Guide, What is a user interaction and Configuring user 
interactions. 

4. MFA for Admins 

Multi-factor authentication can be mandated for system administrators to control access to the Admin UI. 
MFA for administrators is strongly recommended to control port 444 (or 8443) access to the Admin UI 
from the internal network. Where administrators are connecting to the Admin UI through AppGate SDP 
from an external network, include MFA in the appropriate Entitlement (see above). 
 
On your AppGate SDP Admin UI: 

• On the System > MFA For Admins console, edit the following fields: 

o Enable Multi-Factor Authentication – tick the box 

o Multi-Factor Authentication Provider – Choose the required MFA provider from the drop-down 

list. 

 
 
For more information refer to: Configuring MFA for Admins 
  

https://sdphelp.appgate.com/adminguide/conditions-for-entitlements.html
https://sdphelp.appgate.com/adminguide/conditions-configure.html#add-remedy-method
https://sdphelp.appgate.com/adminguide/conditions-configure.html#add-remedy-method
https://sdphelp.appgate.com/adminguide/mfa-for-admins.html
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5. On-boarding new devices  

AppGate SDP has the option to restrict which devices are allowed to connect to the system. This is 
specifically aimed at preventing one of the most common forms of breach, namely when stolen 
credentials are used (from a new device).  
The most usual mode of operation is <Require Multi-factor authentication> which means a user can on-
board their own devices but will be required to provide additional authentication the first time. 

 

• On your AppGate SDP Admin UI, in the Identity Provider configuration form, edit the following fields: 

o On-boarding mode – select <Require Multi-Factor authentication> 

o On-boarding MFA Provider – Choose the required MFA provider from the drop-down list. 

 
 
For more information refer to: Configure Identity Providers 

TROUBLESHOOTING 

1. Integration test error: configuration / networking issues 

If there is a problem with the Integration test, AppGate SDP will display an error message incorporating 
any error information from the Duo Proxy server.  
In the example below, <Test Connection> returned the following error:  
 

 
 
  

https://sdphelp.appgate.com/adminguide/identity-providers-configure.html
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To find the source of the error you have two options: 
 

Use the Duo log file to find the possible source of the problem. 
The Duo Proxy logfile shows the source of the error: in this case there is an error in the Duo configuration 
for field radius_ip_1 where the wrong IP address for the AppGate SDP Controller has been entered. 

 

 
 

Use the AppGate SDP controllerd debug log to find the source of the error.  

• Launch the terminal window and enter the command:  journalctl -u cz-controllerd  -f 

• Try to login to the Controller Admin UI using your SAML IdP and watch the controllerd log   

• You may see something like this: 

Jan 21 10:14:01 envy-172-17-112-1.devops cz-controllerd[2377]: 

ERROR[OperationExceptionMapper] 

Jan 21 10:14:01 envy-172-17-112-1.devops cz-controllerd[2377]: 

com.cyxtera.controller.common.library.error.OperationException: Identity provider is not 

accessible. 

 
 

  



 
 

Copyright © 2020 AppGate 

 

10 

2. User access error 

If everything is set up correctly but there are issues with user or OTP, you can see the details of the failure 
on the AppGate SDP audit logs.  
For example: 
 

 
 

If the user experiences an authentication problem: 

• Check the logs on the user’s device – they should include the error message that is returned by the 

RADIUS server. 

• Check the logs on the Duo server. 

• Ensure this Condition is included in the user access entitlement. 

• Re-trigger the Client to start the OTP setup process again: the user needs to logout from the Client and 

log back in again 

HELP AND SUPPORT 
For more information about the next steps in setting up your AppGate SDP system, refer to the Admin Guide 
 
Please visit the Help Center to browse the knowledge base or log a support ticket for all Cyxtera products. 
Learn more about the Help Center below. 
 
Self-service help 
Self-service help can be browsed or searched for technical solutions. Browse FAQs, known issues, best 
practices, service examples, guides and manuals. 

 

Customer support requests 
Customers can submit support requests in accordance with their Support and Maintenance contracts. We 
recommend that you sign in to the support portal and submit from your own support account. If you do not 
have access, please fill in the “request a login” form available on the Help Centre. 

FEEDBACK 
If there is any information in this Integration Guide that needs to be updated, or instructions that need further 
clarification, please let us know. Contact send your feedback to Send your feedback to the Help Center. 

https://sdphelp.appgate.com/adminguide/system-configuration.html
https://cyxtera.service-now.com/csm
https://cyxtera.service-now.com/csm
https://cyxtera.service-now.com/csm
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