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Local Attack Visibility & Central DDoS Protection Management

Full Time Attack Analysis, is Essential in Identifying Adversarial
Methods and Targets

All methods of DDoS attack analysis whether proactive, or in preparation for a DDoS attack,
reactive, or during a DDoS attack, or even post-attack, can prove valuable to strengthen current
mitigations or to establish future protection strategies. To meet these goals, network operators
or security personnel require DDoS specific devices or software backed by accurate, actionable
threat intelligence.

The NETSCOUT Solution

Through the ATLAS® data collection platform, we monitor over 800 Tbps of traffic in real-time
across 500+ ISPs and 3000 enterprise sites in more than 125+ countries, representing 40-50%
of the Internet at any given moment.

This comprehensive visibility fuels our Al/ ML-driven threat intelligence, delivered to customers
through the ATLAS Intelligence Feed® (AIF). NETSCOUT® Arbor Edge Defense® (AED) is a
stateless packet processing solution that not only sees and understands inbound threats
including DDoS, malicious scanning activity, brute force password attacks, and other loCs
(Indicators of Compromise), but also comprehends outbound communications to known bad
IPs, URLs, and domains. NETSCOUT Arbor Enterprise Manager (AEM) provides a variety of
workflows for analysis of the data provided by AED and employs Adaptive DDoS Protection to
automate mitigations.

NETSCOUT monitors over 550 Thps of internet traffic
in real-time, spanning more than 500 ISPs and 2,000
enterprise sites. This represents 40-50% of global
internet activity at any given time.
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KEY BENEFITS

Network Wide DDoS Attack Visibility

Provides insight into the types of attacks
underway, services under attack, and
sources of the attacks, to allow for informed
actions that lead to enhanced protection.

Threat Analysis with Full Granularity

Allows advanced threat investigation and
enables deep packet level evaluation
including MITRE ATT&CK analysis.

Single Pane-of-Glass Central
Management

Provides a holistic view of all deployed
AEDs, allows for a single source for threat
and attack reporting and simplifies overall
DDosS protection operations.

All this actionable Threat
Intelligence is provided to
our products via the ATLAS
Intelligence Feed (AIF).
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infrastructure to make sense of all collected data, weed out
false positives, correlate disparate datasets, in order to create
deterministically accurate, actionable intelligence in real-time.
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Security Automation

Arbor Enterprise Manager (AEM)
automatically provides recommendations
and updates to countermeasures and
configurations in AED to block new attacks.

Adaptive DDoS Protection (ADP) adds a layer of
protection that employs an automated Al & ML-powered
repeating analysis process to detect attacks that are not
blocked by active countermeasures in AED.
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Security Automation: Arbor Edge Defense (AED) automatically detects
and blocks all DDoS and cyberattacks, both inbound and outbound,
based on active countermeasures and current configurations. Adaptive
DDoS Protection (ADP) adds a layer of protection that employs an
automated Al & ML-powered repeating analysis process to detect
attacks that are not blocked by active countermeasures and current
configurations in AED. Arbor Enterprise Manager (AEM) automatically
absorbs the attack data on newly identified attacks from the ADP Al

& ML-powered repeating analysis process and automatically provides
recommendations and mitigations to change countermeasures and
configurations in AED and block the new attacks.

Security Alerts: The Security Alerts area provides an easy top-down
workflow for users to have an overview of the DDoS alerts across the
network and investigate each alert with its full context. Specifically,
users will have visibility into what alerts happened within the selected
time frame, what AED devices generated the most alerts, and which
services are being targeted.

Threat Analysis: “Threat Analysis” is available for users to gain
visibility into all the threats, DDoS and non-DDoS, AED has detected
and mitigated across your network with full context for each threat
so users can understand not only what threats are blocked, but also
why they are blocked and what services they were targeting. You
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Arbor Edge Defense (AED) automatically detects and blocks all DDoS and
cyberattacks, both inbound and outbound, based on active countermeasures
and current configurations.

can also gain analysis categorization based on the MITRE ATT&CK®
knowledge base of adversary tactics and techniques based on real-
world observations. For each threat, users will have visibility into the
specifics of the threat, including but not limited to, the time of the
attack, country of origin, severity, confidence of identification, and
what service or protocol is impacted.

Attack Analysis: The Attack Analysis in AEM allows users to have
visibility into and manage the alerts and protection recommendations
from Adaptive DDoS Protection for AED solution to effectively block
any attacks that may have evaded the existing protections.

Real-Time Mitigation Visibility: enables users to make protection
configuration changes while monitoring its impact on traffic in seconds.
This intelligent workflow takes away any guesswork from users when
making configuration changes and enhances the effectiveness of
protection.

Central Management and Policy Control: AEM provides the one-
stop shop for managing all the AEDs in the network, from provisioning
to tuning and ongoing operations.

AED coupled with AEM can provide the information to ensure your
DDoS and Cyberthreat protection strategy is prepared and efficient.

Sales Information
Toll Free US: 800-309-4804
(International numbers below)

Product Support
Toll Free US: 888-357-7667
(International numbers below)

NETSCOUT offers sales, support, and services in over 32 countries. Global addresses, and international numbers are
listed on the NETSCOUT website at: www.netscout.com/company/contact-us
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