
l  USE CASE  l

ENTERPRISE

Load balancers, whether hardware, 
software, or virtual, play a critical role in 
network traffic management, distributing 
user and application requests to individual 
servers using techniques like round-
robin, least connections, and IP hash. As 
companies undergo digital transformation 
(DX) initiatives, load balancers are essential 
for enhancing web portal performance and 
providing centralized gateways for a variety 
of online services, applications, and data 
accessed by users. In web infrastructure, 
HTTP status codes (e.g., 404, 500, 502) 
are often vital diagnostic details for load 
balancing environments and may indicate 
network, server, or workload disruptions. 
This Use Case illustrates how NETSCOUT 
visibility helped an IT organization 
troubleshoot the source of a 404 error 
tied to a virtual load balancing issue that 
prevented customers and employees from 
accessing a critical e-commerce application 
in Oracle Cloud.

Performance Issue
A company’s IT organization began receiving reports from their 
customer support division that customers could not login to their 
accounts through its web portal gateway. The login issue prevented 
new and returning customers from ordering products, updating their 
profiles, tracking shipments, and performing additional tasks. The 
portal was the primary customer-facing access point to the company’s 
proprietary e-commerce application. The application was challenging 
to troubleshoot because it was split-hosted—with databases in a 
colocation facility and front and back-end services in Oracle Cloud—
and developed using internal and vendor-provided application 
development tools and frameworks. This issue could not have 
occurred at a worse moment for the company, which was experiencing 
a seasonal upswing in sales from well-received new product releases.

Impact
In complex hybrid IT environments, errors like the one described 
by customers are challenging to troubleshoot. These issues can 
span multiple domains and stem from software misconfigurations 
or unexpected hardware failures that may escalate unaddressed 
until they affect users. For instance, if a load balancer becomes 
overwhelmed with incoming requests, and struggles to effectively 
distribute traffic to backend servers, the user impact may include 
bottlenecks or incorrect server assignments.

For the IT organization responsible for maintaining these functions, this 
was potentially a high-level incident. When customers have issues with 
a company’s purchase processes, their frustration can cause them to 
cancel their orders, leading to lost sales opportunities, customer churn, 
and other consequences, such as chargebacks. This can also harm the 
organization’s reputation and standing in the market.

Implementation
This company, a longstanding NETSCOUT® customer, was 
experiencing seasonal surges in business, driven by the popularity 
of their new product offerings. In response, IT leadership decided 
to increase their investment in nGenius® Enterprise Performance 
Management solutions to enhance visibility and troubleshooting 
capabilities within their Oracle Cloud environment. To accommodate 
this virtualized environment, they added vSTREAM® virtual 
appliances on both sides of their virtual load balancers in a 
VMware virtual machine within Oracle Cloud. This setup allowed 
for continuous, packet-level monitoring of client requests as they 
traversed the company’s hybrid cloud environment.
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NetOps and the applications team started their troubleshooting 
workflow by looking at the traffic flowing across their load balancer 
interfaces using nGeniusONE’s Web Services Monitor.

The Web Services Monitor is a specialized analysis based on ASI 
smart data, providing deeper analytics for key performance indicators 
(KPIs). This assists IT professionals who are tasked with enabling, 
troubleshooting, and improving basic HTTP-based and URL-based 
communication between clients and servers over their networks. 
Looking at the data in nGeniusONE, the NetOps and application team 
immediately spotted application and timeout errors in Oracle Cloud 
(Exhibited in Figure 2).

Reviewing the hop-by-hop analysis provided by Session Trace data 
revealed a “404 PAGE NOT FOUND” error (Exhibited in Figure 3) with 
the URL path in Oracle Cloud. Knowing that the HTTP 404 error was 
being returned by a web server because it couldn’t find the requested 
resource or page, the IT team reviewed the hop-by-hop analysis 
further. In collaboration with the applications team, it was determined 
that a specific virtual load balancer was directing traffic to a server that 
did not have the necessary processing resources, causing the server 
to respond with a 404 error. They resolved the issue by updating the 
load balancer’s configuration to send traffic to a server with enough 
capacity to support end-user demand.

An nGeniusONE® server deployed in a colocation data center leverages 
packet-based smart data from vSTREAM. The nGeniusONE solution 
provides a centralized view into the performance of service-oriented 
workflows and contextual, multi-layer analysis. This provides multiple 
disciplines within the IT organization with historical and real-time 
intelligence for troubleshooting (Exhibited in Figure 1).

Troubleshooting
Digital transformation, despite its many benefits, has significantly 
increased the complexity of application deployment. In this specific 
case, where the e-commerce application was hosted in two IT 
environments—both a colocation facility and Oracle Cloud—its traffic 
was managed by third-party hardware and virtual load balancers. The 
IT organization first verified the web portal link themselves. After doing 
so, they immediately encountered a “Not Found” message and decided 
to forward the problem to their network operations (NetOps) and 
applications teams to investigate, as the cause may be anywhere within 
their hybrid infrastructure.

Figure 1: The nGeniusONE server is located in a colocation data center. vSTREAM virtual appliances are deployed on both sides of the load 
balancers within VMware in an Oracle Cloud environment.
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Remediation
Leveraging vSTREAM virtual appliances and nGeniusONE analysis, 
the application team quickly identified the source of a 404 error—a 
misconfiguration in a 3rd party virtual load balancer— which caused 
improper traffic routing following an Oracle Cloud update. The IT team 
used nGeniusONE for collaboration and promptly resolved the issue 
by accessing the load balancer and updating its routing algorithm. 

After rectifying the configuration, customers regained access to the 
e-commerce web portal, allowing them to perform their tasks as 
usual, and the proper load distribution to the correct virtual server 
was reestablished. To ensure ongoing stability, the team continued to 
monitor the load balancer’s behavior closely in nGeniusONE to ensure 
the problem did not resurface.

Figure 2: The Web Services Monitor sorts and counts message IDs for requests and failures and measures the average response time for those 
requests and responses so teams can monitor the performance and health of all web services.

Figure 3: The Session Trace view displayed multi-hop analysis on both sides of the virtual load balancer and the 404 PAGE NOT FOUND error.
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Summary

Colocation sites, public cloud, and virtualized load balancers are 
three digital transformations that are powering business growth 
for many companies. However, they don’t always fit neatly into the 
performance monitoring tool strategy of the last decade. To ensure 
application performance and network availability, IT organizations 
need deep packet monitoring throughout the application delivery 
ecosystem. Utilizing NETSCOUT nGenius Enterprise Performance 
Management solutions, the customer’s NetOps and application 
teams quickly pinpointed the source of a web portal disruption 
within a virtual environment and restored customers’ access to 
ecommerce services during a critical sales period. By incorporating 
additional vSTREAMs, this organization expanded the benefits of 
their NETSCOUT investment, facilitating their business growth and 
enabling swift resolution of service degradation issues to reduce 
mean time to repair (MTTR) and protect user experiences. Without 
this proactive approach, efficiently troubleshooting this visibility gap 
could have been much harder.

NETSCOUT specializes in eliminating visibility gaps that can impede 
organizations’ ability to monitor, analyze, and troubleshoot effectively. 
Partnering with NETSCOUT means organizations can ensure the health 
and performance of load balancing environments, minimize downtime, 
and maximize user experiences.
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