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GEOPOLITICAL FLASHPOINTS:

Political Events = Attack Surges
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Targets included government,
finance, defense, and social
platforms
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Up to 2,@0@ attacks

per day as large as 400 Gbps
Targeted by multiple
hacktivist groups

BOTNETS & THREAT ACTORS:

Botnhets Drive

1.21 million

DDoS-capable botnet nodes in 1H 2025:

Botnets targeted Enterprises: 1,091,003
Botnets targeted Service Providers: 370,989
Botnet-driven attacks in just one month (03/25): 27,000
Targeted Service Providers with an average of 1 attack

every 2 minutes

Average attack lasted 18 minutes/24 seconds

NoName 057(16) 475+ attacks

A New Hacktivist Threat: DielNet

Claimed 60 DDoS attacks in first 2 months. Targeted
digital communication and physical infrastructure.

THE FUTURE OF DDOS:

Al + DDoS-for-Hire = Expanding Threat Landscape

The relentless evolution of DDoS threats demands
equally sophisticated defenses.

NETSCOUT's Leading, Award-Winning DDoS Protection:

ATLAS
Global visibility across 2/3 of IPV4.

AlF
AI-powered global threat intelligence.

Adaptive DDoS Protection

Multi-layered defense neutralizes all types
of DDoS attacks against Enterprises and
Service Providers.

Explore the full report for deeper insights and defense strategies.
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