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Utilities are moving to private 4G/LTE networks giving them a
mature network technology to standardize on that delivers the
bandwidth and latency they need for current and foreseeable
applications and devices, as well as offering a modular upgrade
path to 5G Non-Standalone (NSA). Though the first operational
LTE network came at the end of 2009 P-LTE offers the utilities
several advantages. By deploying a 3GPP standard technology,
they can take advantage of more products being available that
utilities need to operate and manage their electrical networks.
While 5G is currently being deployed by mobile operators, the
sensors and chips needed for utilities applications are scarce or
not yet available.

Furthermore, the standards-based technology of LTE allows

them to migrate from numerous wireless technologies, with
interworking of LTE and LMR (Land Mobile Radio) and PTT (Push
To Talk) key communication services. Indeed, some utilities
employ over 20 different legacy wireless technologies that are
decades old and cannot be maintained indefinitely. Standardizing
on LTE will modernize their communications network and bring
savings over time rather than continuing to operate this myriad of
aged wireless services.
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Serving the “last mile” for the utilities can become a very expensive
proposition with 5G as the last mile may be more like 20-30 miles,
especially in more rural areas. Given the propagation limitations
of 5G mm radio waves, the number of cell sites required to reach
the network edge can dramatically increase along with cost and
overhead to manage them.

Last, but certainly not least, standardizing on LTE puts the utilities
in a better security posture and reduces their attack exposure.
Utilities must be and are focused on securing their networks given
the headlines on cyber-attacks on domestic and foreign utilities. A
May 12, 2021, Biden executive order required all power systems
to take major cybersecurity actions. And in September of this year
(2022), the US Department of Energy allocated an additional $45
million to protect the grid from cyber-attacks.

Assuring and Securing P-LTE Deployment

To assure and securely deploy P-LTE technology requires
visibility of the network, applications and devices running on

it. This is accomplished by end through end visibility from the
eNodeB cells and sectors of the Radio Access Network (RAN) to
the Core network with a focus on critical service enablers like
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Authentication and Authorization, DNS translations, DHCP, and
Registrations for critical communications services to assure
connectivity, mobility and quality of service.

More specifically to the Utilities network visibility and security
must cover SCADA (Distributed and Transmission), reading
meters, controlling various grid components. Service assurance
means providing end-to-end troubleshooting and simplifying
complex, multi-vendor call models and emerging standards and
ensure the network is ready for IoT and technician use. Such a
solution provides:

+ Key Performance Indicators (KPIs) on D and T-SCADA

+ In depth analysis of signaling and bearer for Push To Talk (PTT)
+ Rapid mean time to knowledge (MTTK)

+ End-thru-end analysis of per device/subscriber flows

Mobile Network Security at the Edge

NETSCOUT Omnis Threat Defender (OTD)

Securing Next-Generation Mobile Services

* Detect compromised UEs
- Zombie Handsets
- loT

« Solution Provides Alerts for:
- DDosS attacks
- Volumetric events
- Command and Control
- Malware

RAN thru Core security must also be a part of the end through
end visibility of a P-LTE network. With the myriad of sensors and
devices deployed and will be deployed onto utilities networks,
along with the communications devices used by staff and
technicians, the risk is ever increasing that these devices may
become compromised and turned into destructive bots intended
to take down network resources or become a distraction from

a worst-case scenario, as well as other malware and ransom
attacks. Early detection and mitigation are critical and that comes
with being able to distinguish between a network error and an
intrusion causing a network problem.

UBBA Plugfest Shows off P-LTE Capabilities

The recent UBBA (Utility Broadband Alliance) PlugFest in Costa
Mesa, CA from October 10-14, 2022, brought together a cross
section of US utilities including a couple of the largest utilities
along with equipment vendors showing off a live P-LTE supporting
critical utility services. Amongst the presenters at UBBA was
Southern Linc and Ameren, early adopters of P-LTE technology
answering the important questions around the business drivers,
and sharing the learned lessons around adoption, and future
planning and opportunities to leverage that network.
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A highlight of the PlugFest was the “Day in Life of a Utility”, a multi-
day dramatization of how a utility could successfully employ P-LTE
networks to support current electrical network applications and
handle the most challenging events including an earthquake, fire,
and common network outages.

Normal Operations—FLISR ®osen

* Typical NOC
operations

* Dashboards of service
levels normal
* SCADA Apps
performance normal
* TCP Retransmissions
* TCP Response Time
* Number of Sessions

The working P-LTE network was built by Ericsson, with two LTE
cells and Core, CISCO head end and edge, with NovaTech and
iTron contributing with simulation tools for SCADA applications.
NETSCOUT provided visibility to the P-LTE network and displayed
the performance of critical SCADA apps running on the network
including FLISR, WO, DR, AMI, MC-PTT and LTE interworking with
legacy LMR (Land Mobile Radio).
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P-LTE Prioritizing Traffic

Planning for disasters and system

stress is incumbent for power and light
utilities. Maintaining operation of network
infrastructure is critical as literally everyone
depends on it. In very recent times

we've seen hurricanes in the south and
power outages in the north of the United
States. In the first scenario, the fictitious
California United Power & Light (CUPL), a
Southern California Electric and Gas Utility
who deployed a state-of-the-art Private
LTE wireless network, encounters an
earthquake. The PlugFest aimed to simulate
the reaction of critical SCADA applications
and how the quality-of-service indicators
of LTE (QCl) would prioritize critical
applications for control of the electrical
grid (FLISR, WO, DR, AMI) and comms
applications, specifically Push-To-Talk
(MC-PTT) and LMR. As expected, network
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congestion resulted from the cataclysmic
event, but the LTE network prioritized
the critical traffic essential to maintaining
operation of the grid through the event.

Despite its maturity, P-LTE technology
delivers the connectivity, bandwidth, and
latency that the utilities need to manage
their electrical networks with current
and midterm application requirements.
Indeed, the adoption of P-LTE by the
utilities may lengthen the product life
span of LTE as utilities are planning for
8-to-10-year projects. With an interim
path to 5G with NSA the utilities will

have additional capability to handle new,
unplanned devices and applications.
The adoption of P-LTE and subsequent
NSA, as needed, is made more confident
with network, service, and application
visibility to assure that the network
evolution is successful.

Network Congestion
Benefits of QOS - Service Dashboard
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LEARN MORE

For more information about NETSCOUT
solutions visit:

www.netscout.com/case-studies/electric-
provider-leverages-netscouts-solution

www.netscout.com/case-studies/utility-
company-improves-edge-visibility

www.netscout.com/solutions/Ite-volte
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(International numbers below)
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